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694755CF 00 2E 00 20 00 2E 00 20 00 ZE 00 20 00 ZE 00 20 00
694755E0 Z2E 00 20 00 2E 00 20 00 2ZE 00 20 00 2ZE OO0 20 00 ZE .. v vu vuw
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69475602 39 00 32 00 2E 00 31 00 36 00 35 00 2E OO 35 00 30 §9.2...1.6.8...3.
69475613 00 2E 00 31 00 20 00 20 00 20 00 20 00 20 00 20 oof...L.H.
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2| R AMD Phenom II X2 550
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4 |+ Radeon HD 6450

5 Ak WD 640GB

6 e g+ Intel 10/100 MB

Bt RGP o d N REERETRLBPEFY o G ES Y WMTS k4%

TrE F AR EFERG T BREXLE L FH 3 Ea s i eiFe- 4
GG RIS Y AN LR ER S A6 B ZEDFEE pEY



Hepp P2 mzedr 12 Hpr 3 P > Amndnip i B2 BRRA g1
22 1A *;gxg "

- AR C A R R T M CHER B R R (e BN 45 F DM
GEE IR vvlﬁr‘}i—ﬂ S*lﬂi—"? 2 PE LS B AR5 0 R A @R T G ER L
EmEGY o ERA R 2 PR AT N2 FE AR B 2N T AT £

# 3 Tk - 4
1 T ¥ % % Microsoft Windows 7 x86
2 (AT E I Internet Explorer 9
3 |HTEE 2 Firefox 10
4 ~ % oAy Microsoft Office 2010
5 | 4% il TrueCrypt 7.1a
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7 Ui ‘fﬁﬁfi il WinRAR 3.60
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Abstract

Along with the improvement of information technology and the popularization of IT
education, the cybercrime cases are also on the increase. As the Internet enjoys a booming
development, the digital evidences are not only stored in the non-volatile storage but also in
the volatile storage ones. Consequently, it becomes an important subject for the forensic
personnel to collect the digital evidences from the volatile storage medium especially in the
main memory of computers.

This study deeply investigates the methods of collection and analysis for digital
evidences in the main memory based on the structure of the Windows operating system. It
also develops the automate tools for digital evidences collection and analysis in the main
memory by integrating all related digital forensic tools. Finally, the feasibility and
effectiveness of the proposed tool are testified by case study. It is hoped to help the forensic
personnel reduce the errors caused by evidence collection programs and to intensify the

analysis depth of digital evidences.
Keywords: Digital Forensic, Main Memory Forensic



