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Abstract

The web applications today use more complex, resulting the safety problem in a greater
danger. In this study, by IBM’s web application vulnerability detection software AppScan, we
aim at the Tamkang University primary and secondary academic unit and primary
administrative unit to do our web application scanning. There are two purposes in this study.
First, by the report of the vulnerability detection, we can identify the major weakness of web
applications in Tamkang University. Second, improve the existing weakness of web
applications in Tamkang University.

In this study, we contrast the OWASP 2010 Top Ten weakness with
AppScan’'s vulnerability classification. Found Tamkang University campus to the
current the OWASP rank the top four in order to inject, Broken authentication and session
management, Cross site request forgery and Cross site scripting four weaknesses.For
this four weaknesses to improve, we can effectively improve the safety of the campus web
applications.

Keywords: Web application vulnerabilities ,OWASP, Web application security



