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Abstract
We present a new detection model include monitoring network perimeter and

hosts logs to counter the new method of attacking involve different hosts
source during an attacking sequence. The new attacking sequence we called
“Scout and Intruder” 1involve two separate hosts. The scout will scan and
evaluate the target area to find the possible victims and their vulnerability,
and the intruder launch the precision strike with login activities looked as
same as authorized users. By launching the scout and assassin attack, the
attacker could access the system without being detected by the network and
system intrusion detection system. In order to detect the Scout and intruder
attack, we correlate the netflow connection records, the system logs and
network data dump, by finding the states of the attack and the corresponding
features we create the detection model using the Hidden Markov Chain. With the
model we created, we could find the potential Scout and the Intruder attack in
the initial state, which gives the network/system administrator more response
time to stop the attack from the attackers.
Keywords: Botnet, Hidden Markov Chain, Intrusion Detection System
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