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Abstract

With the evolution of hackers’ skills, the information security protection systems in
nowadays are getting more and more difficult to prevent invasions and detect stealth of Trojan
horses. To avoid their hiding in computer systems, it is urgent to develop a feasible and
effective way to detect and remove these malicious programs. In this article, we constructed a
mechanism to detect and remove Trojan horses in Windows system by analyzing behaviors of
Trojan horses and integrating practice experiences of production sites. With operations of this
mechanism in practical environment, we can confirm the reliability of it. It is also our hope to
share this discovering to those system administrators who work hard to reject Trojan horses

outside their systems.
Keywords: Trojan horse detection, Trojan horse behavior



