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Abstract

Malware analysis becomes important for attack detection, as increasing attacks based on
various malware and detection or forensics requires the behaviors to identify the attacks.
Current malware analysis tools often produce a comprehensive and lengthy report which is a
burden for administrator to understand the key behaviors of the target malware. This study
proposes an efficient dynamic analyzer of malware (EDAM) which generates a concise report
summarizing the key behaviors as well as a complete one for further analysis. EDAM records
and analyzes the malware behaviors on different aspects including processes, files, registries,
network connections. The experiments show that the summary report is efficient and precise

and indicate the applicability of the proposed system.
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