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Abstract

Web Application security is often considered as an add-on feature that can be
incorporated until the software development life cycle is completed, but security protection is
not equal to web Application security . It’s the vulnerabilities in Web Application make risk
exposure, and let hackers and criminals have the opportunity to make software crash. We used



the concept of threat modeling to construct a risk assessment mechanism and build into the
design phase of secure development life cycle. We found the mechanism can find
vulnerabilities in software before it was built. By analyzing the information in design phases
risk assessment mechanism can help software developer to consider security and adjust the
basic framework in software development life cycle. We prove the mechanism can reduce the
risk and improve the security of web application.

Keywords: Web Application security, software development life cycle, risk assessment
mechanism
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