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Abstract

Endpoint Protection (EP) has become one of the popular issues for the information
security market in recent years. However, information security is a highly technical
professional field with considerably high building costs. To effectively implement
existing resources and to lower costs for corporate organizations, outsourcing has
become a popular phenomena and trend. Therefore, how do corporate organizations
assess the effectiveness of endpoint outsourcing process? Currently there is a lack of
evaluation indications for endpoint protection outsourcing process. The study is based
on outsourcing process related literature with derivation to the 4 phases of the process:
Needs analysis and risk assessment phase, contractor selection phase, contract
negotiation and review phase, and relationship management phase. The study further
adds transaction cost theory and agency theory related indicators in addition to the
endpoint protection structure, in order to propose initial prototype of evaluation
indicators for endpoint protection outsourcing process. Finally the study adopts
modified Delphi method and information security related interview with experts and
scholars, to modify the evaluation indicators for endpoint protection outsourcing
process and to conduct indicator modification. The study then proposes the four
process phases and 37 evaluation indicators for endpoint protection outsourcing after

conducting analysis, as means of academic and practice references.

Keywords: Information Security, Endpoint Protection, Outsourcing Process,
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