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Can warning signs and the level of information literacy within emails
effectively resist the social engineering of the attacks?
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Abstract

In the age of information explosion, information security has been an issue
everyone concerns with. In general, organizations will develop anti-attack software
for their users to defend hostile attacks by unknown hackers. However, hackers are
not only capable in coding techniques for software development, but also have social
skills such as oral communication, lure, counterfeit identity, greed, punishment
avoidance and another psychological weakness to defraud or to phish users' personal
information or other confidential information. This study focus on one of social
engineering termed phishing, in which emails or websites are used to defraud people
for confidential information, using a well-planned experiment.

In this study, an e-mail with social engineering warning signs is created and
distributed unexpectedly to students, who are information majors and supposed to be
capable in dealing with the issue of information security, to see whether they would
be defrauded of their personal information. After these emails being distributed to
target experimenters (students), we have found the followings:

1. An email with warning signs does not significantly prevent social engineering
attack to target experimenters who are information majors.

2. It is believed that senior experimenters (junior and senior students) should have
more information literacy than junior experimenters (freshmen and sophomore) do.
However, it is not the case. In this experiment, senior experimenters didn't
effectively identify social engineering attacks. Thus, they were still defrauded of
their personal information.

3. The experimenters, who have been defrauded by social engineering before, would
have more than fifty percent chances to be defrauded again by same social
engineering attacks.

In the end, how to avoid and prevent social engineering attacks in emails has been

explored and analyzed. Alternatives of avoiding being attacks by social engineering

are also suggested.
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