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Abstract

Hiding capacity is an important issue for stegagnography; hence some researchers
utilized image compression techniques to decrease the size of secret images and consequently
increase the hiding capacity. Recently, Shie et al. utilized a common image compression
technique, called \Vector Quantization (VQ), to compress the secret image. The compressed
result, i.e. an index table, is then embedded into the least significant bits of the codebook. The
receiver can extract the index table and decode the secret image with the stego-codebook.
Their method can increase the hiding capacity and decrease the transmission traffic. However,
the stego-codebook degrades the decoded image quality. On the basis of Shie et al.’s method,
we proposed permuting the order of codewords in the codebook, so that the bit stream of the
index table can be close to the least significant bits of the codebook. There are thousands upon
thousands of possible permutations; therefore, we adopt differential evolution to find out the
near-optimal permutation. The experimental results show that out decoded image quality is
better than that of Shie’s et al.’s.

Keywords: Information Hiding, Vector Quantization, Least Significant Bit Substitution,
Differential Evolution



