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論文摘要 
論文題目：考慮攻擊者學習效應下之網路存活度衡量 

作者：陳怡孜 九十六年七月 

指導教授：林永松 博士 

 

在九零年代開始，網際網路逐漸演變成全球共通的溝通媒介，許多恐怖份子

開始利用其攻擊政府及國家，此一行為嚴重危害國家安全。是故，資訊安全逐漸

演變成重要的議題。因此對網路營運者而言，如何有效評估網路攻擊者的威脅，

達到提升網路存活度的問題已愈趨重要。 

因此，本研究利用數學規劃及圖形理論為工具，建構網路攻防情境的資源分

配問題，分別提出AEA(Accumulated Experiences of Attacker)與AAEA(Advanced 

Accumulated Experiences of Attacker)。於AEA模型中，先轉化存在旅行推銷員問題

中，於不同城鎮間購買折扣券以降低旅行成本的概念，茲代表網路在攻擊者利用

自身經驗及攻克節點成功時所獲得的經驗，以影響未來攻擊成本之情境，即：所

有節點一經攻克後，所獲得之經驗將有效地降低後續發生的攻擊成本，並考慮攻

擊者以一節點為入口進入目標網路之後，在經驗值影響下尋求一條最短路徑，俾

便攻克網路中的一個目標節點，使目標網路無法存活，且利用圖形理論將問題轉

化，運用一般化最短路徑演算法求解之；在AAEA模型中，考慮相同的攻擊者問題

下，更考量攻擊者可在節點上花費不同等級之額外成本，以獲取對攻擊其餘網路

節點不同等級的資訊(如：使用者權限或是網路拓撲圖…等)，達到有效地降低後續

攻擊成本，由於此問題藉由圖形理論的轉化，也將AAEA模型利用一般化最短路徑

演算法求解之。 

 

 關鍵詞：資訊安全、網路攻防、存活度、資源分配、旅行推銷員問題、經驗

折扣、圖形理論、節點分裂法、一般化最短路徑、最佳化 
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THESIS ABSTRACT 

GRADUATE INSTITUTE OF INFORMATION MANAGEMENT NATIONAL 

TAIWAN UNIVERSITY 

NAME：SHERRY, YI-TZU CHEN  MONTH/YEAR：JULY/2007 

ADVISER：FRANK, YEONG-SUNG LIN 

AN EVALUATION OF NETWORK SURVIVABILITY  

UNDER THE EFFECT OF DISCOUNTED DEFENSE LEVELS  

BY ACCUMULATED EXPERIENCES OF ATTACKERS 

Internet has become worldwide, publicly accessible network of interconnected 

computer networks since 1980s. Specifically, it becomes the tools that terrorists can use 

to attack the nations and their economy. Thus, any network operator could improve the 

network’s survivability by effectively evaluating the attacker behavior. 

As a result, this thesis focuses on the resource allocation of network attack and 

defense with mathematical programming and graph modeling to optimize the problems, 

and adopts a concept, discount coupon which is applied in TSP, to represent the attacker 

behavior of taking advantage of accumulated experiences from his previous attack 

actions of minimizing the total attack cost. In AEA, the attacker somehow gains some 

free experiences from a compromised node which could further reduce the cost of an 

attack. The attacker’s objective is to minimize the total attack cost, while the core node 

is compromised and the network could not survive. Here, by transforming AEA with 
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node splitting into a generalized shortest path problem and applying the algorithm to 

optimally solve it. In AAEA, the attacker not only gains some free experiences from a 

compromised node but could spend different levels of extra expenses, probing fee, 

gaining different levels of valuable experiences, such as diverse user’s rights or a 

network topology. Therefore, AAEA is proposed to describe such behavior which is 

also analyzed as a mixed nonlinear integer programming optimization problem. With 

node splitting technique, AAEA is transformed into a shortest path problem and is 

optimally solved by generalized shortest path algorithm. 

 

Key words: Internet Security, Network Attack and Defense, Survivability, 

Resource Allocation, Traveling Salesman problem (TSP), Discount Coupon, Graph 

Modeling, Node Splitting, Generalized Shortest Path Problem, Optimization. 
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Chapter 1 Introduction 

1.1 Background 

After the unprecedented attacks on New York and Washington, September 11, 2001, 

the clash of identities played out in the transformed Internet Security environment of the 

post-9/11 world. This incident arises increasing number of researches to emphasize the 

effective and efficient protection of infrastructures, which encompass a wide array of 

physical assets, such as electric power grid, telecommunications, oil and gas pipelines, 

transportation networks and computer data networks [1]. Specifically, Internet has 

become worldwide, publicly accessible network of interconnected computer networks 

that consists of millions of smaller domestic, academic, business, and government 

networks, which together carry various information and services, such as E-mail, online 

chat, file transfer, E-commerce and the interlinked Web pages and other documents of 

the World Wide Web since 1980s. However, this new technology has become the tools 

that terrorists can use to attack the nations and their economy. 

 

Most network security issues depend on certain underlying assumptions about the 
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nature and structure of systems [2]. These assumptions generally include that systems 

are closed, that they are under central administrative control, and that administrators 

have the ability to observe any given activity within the system. Today, these kinds of 

assumptions may have no longer been appropriate while systems are not with highly 

controlled interfaces. As a result, systems are unbounded nowadays without any full 

administrative control [3].  

 

Network Security issues were traditionally focused on hardness, resistance, and 

confidentiality of information. The state of such issues was used to define as safe or 

compromised [4]. Nowadays, security is related to the availability of information and 

continuity of services. Therefore, the binary concept is no longer sufficient to depict a 

system’s state under malicious attacks or random error conditions. Concerning of the 

continuity to the critical services among the infrastructure providers, their customers, 

enterprise, and government agencies have gradually generalized as new field of security 

issue, survivability [5] [6] [7] [8] [9]. The most common definition of it is proposed by 

Ellison et al. [4], which is “the capability of a system to fulfill its mission, in a timely 

manner, in the presence of attack, failures, or accidents.”  
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1.2 Motivation 

In an attack-defense scenario, the attacker sometimes has valuable information 

before his attack actions. For example, the attacker might know a newly discovered hole 

in a program or operating system before the software developer has made a fix available, 

which are known as Zero day Attack [10]. According to [10], sixty eight percent of the 

vulnerabilities found by Symantec are not confirmed by the affected vendor. For this 

reason, many attackers could make use of the vulnerability or hole in some piece of 

software to attack the target network. Moreover, in some situations, attacker could be 

the former or laid-off employee of the enterprise, who still has the ID and password 

valid of the networks. That is, these kinds of attacker behavior represent that the 

attacker might have some important information to discount his future attack cost before 

his attack actions starting.  

 

Furthermore, after compromising a node, the attacker should gain some useful 

experiences from this node. For instance, the attacker could know the trust relationship 

[11], i.e. an administration and communication link between two domains, of the target 

networks. Under this circumstance, account information is shared to validate the rights 

and permissions of user accounts and global groups residing in the trusted domain 

without being authenticated. Owing to that, the trust relationship can simplify user 
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administration by combining two or more domains into an single administrative unit, 

the attack compromise a node then know the trust relationship of the network, this kind 

of experiences could effectively reduce the further attack cost.  

 

Since the attacker could gain the free experiences after compromising a node, he 

might pay different degrees of extra fee, which could be money or time to probe a 

compromised node and gain different levels of valuable experiences. The higher level of 

experience accompanies with the higher probing fee. If the attacker probes to the higher 

levels, it represents that this experience results in better benefit then the former ones. 

For example, Table 3- 1 [12] provides descriptions of the default groups located in the 

groups folder and lists the assigned user rights for each group. These rights are assigned 

within the local security policy. If attacker probes to a certain level to gain the Power 

User’s rights, he does not need to spend another fee gaining the Guest rights, since the 

Power User’s right includes Guest’s. Although the most useful information could be 

worthwhile probing, the probing fee could be too expensive to result in unbenefited. To 

probe, or not to probe: that is a tradeoff. The attackers have the limited resource to 

attack the target network. It is a problem to strike the balance between gaining the 

discount to reduce the further attack cost and increasing the total attack cost with 

spending probing fee.  
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Table 1- 1 Default Security Settings for Groups [12] 

Group Administrators 

Description 

Members of this group have full control of the server and can assign user rights and 
access control permissions to users as necessary. The Administrator account is also a 
default member. When this server is joined to a domain, the Domain Admins group is 
automatically added to this group. Because this group has full control of the server, add 
users with caution. 

Default 
rights 

1. Access this computer from the network; 
2. Adjust memory quotas for a process;  
3. Allow log on locally; 
4. Allow log on through Terminal 

Services;  
5. Back up files and directories; 
6. Bypass traverse checking; 
7. Change the system time; 
8. Create a pagefile;  
9. Debug programs; 
10. Force shutdown from a remote system; 
11. Increase scheduling priority; 
12. Load and unload device drivers; 

13. Manage auditing and security 
log;  

14. Modify firmware environment 
variables; 

15. Perform volume maintenance 
tasks;  

16. Profile single process;  
17. Profile system performance;  
18. Remove computer from docking 

station; 
19. Restore files and directories; 
20. Shut down the system; 
21. Take ownership of files or other 

objects. 

Group Power Users 

Description 

Members of this group can create user accounts and then modify and delete the accounts 
they have created. They can create local groups and then add or remove users from the 
local groups they have created. They can also add or remove users from the Power Users, 
Users, and Guests groups. Members can create shared resources and administer the shared 
resources they have created. They cannot take ownership of files, back up or restore 
directories, load or unload device drivers, or manage security and auditing logs. 

Default 
rights 

1. Access this computer from the network; 
2. Allow log on locally;  
3. Bypass traverse checking; 
4. Change the system time; 

5. Profile single process; 
6. Remove computer from docking 

station;  
7. Shut down the system; 

Group Users 

Description 

Members of this group can perform common tasks, such as running applications, using 
local and network printers, and locking the server. Users cannot share directories or create 
local printers. By default, the Domain Users, Authenticated Users, and Interactive groups 
are members of this group. Therefore, any user account created in the domain becomes a 
member of this group. 

Default 
rights 

1. Access this computer from the network;
2. Allow log on locally; 

3. Bypass traverse checking; 

Group Guests 

Description 
Members of this group will have a temporary profile created at log on, and when the 
member logs off, the profile will be deleted. The Guest account (which is disabled by 
default) is also a default member of this group. 

Default 
rights 

No default user rights. 
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Because of the limited resources, the attacker would keep the total attack cost in 

budget. Once the attacker compromised a node, he could gain some useful experiences 

which could somehow reduce the cost to compromise the rest of the nodes. Thus, the 

attacker makes use of the experiences to compromise the network with minimal cost by 

adjusting the policy. 

 

 Nevertheless, to the best of our knowledge, there are seldom researches about 

network attack and defense with mathematical programming to optimize the problems. 

Consequently, this thesis has proposed two models which described the attacker 

behavior about taking advantage of accumulated experiences to minimize the total 

attack cost. 

 

1.3 Literature Review 

In this section, the followings are some related works about survivability, attacker 

behavior, and discount coupon of the TSP (traveling salesman problem). 

 

1.3.1 Survivability of Quantitative Analysis with 

Attacker Behavior 

Some researchers [13] tried to use empirical data which were collected under 
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controlled conditions. But these kinds of intrusion process were thoroughly supervised 

and a great deal of data needs to be recorded. In [13], this paper also mentioned that the 

different phases of the attacker. As shown in Figure 1- 1, the attack behavior split into 3 

phases: a learning phase, a standard attack phase, and an innovative attack phase. The 

main idea in this evolution is the attacker could gain experiences or other useful 

information by time. 

 

Figure 1- 1 Typical Attacking Process [13] 

 

Ortalo et al. [14] presented the results of an experiment in security quantitative 

evaluation of the security of operational systems. The quantitative evaluation was based 

on a theoretical model, privilege graph, which described the system vulnerabilities that 

offered opportunities to potential attackers to defeat some security objectives. This 

research discussed the validity of these assumptions which were based on an 

experimental study performed on a real system and identified the scenarios of attacks 

Attacking Skill Threshold

Learning Phase 

Innovative Attack Phase 

Standard Attack Phase 

Number of Breaches 

Time Parameter 

0 
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that might be attempted by a potential attacker to reach the target. In this model the 

attacker is sensible and he would not attempt an elementary attack that would give him 

privileges that he already possesses, i.e. the attacker would make use of the information 

that he has already known. 

 

In recent years, a work in quantitative modeling of security with high-consequence 

systems was done by McDermott et al. [15] in 2005. They pointed out that the 

quantitative modeling of survivability for validation or measurement should be based on 

detailed intruder models. Since intruders are humans or are controlled by humans, they 

not only learn but accumulate experiences. Thus the unlikely intruder of today becomes 

the most probable intruder of tomorrow. In a word, the distribution of the intruder’s 

attack potential behaviors which is shown in Figure 1- 2, moves to the right over time. 

The intruder’s attack potential behaviors could have major impact on the survivability.  

 

 

Figure 1- 2 Attack Potential Increasing Over Time [15] 

t3 t2 t1 

Attack Potential 

Probable Intruders 
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In [16], this paper proposed two mathematical models to evaluate the survivability 

of a given network under two different metrics; they assessed the minimal attack cost 

incurred by an attacker. The two survivability metrics were assumed to be the 

connectivity of at least one given critical Origin-Destination pair (O-D pair) and that of 

all given critical O-D pairs. And they analyzed the problem with two optimization-based 

models, in which the problem structure is, by nature, a mixed nonlinear integer 

programming problem, as well. Though this research provided a well-formulated model 

of the attacker behavior, it neglected the experiences of the attackers over time. 

 

1.3.2 Traveling Salesman Problem 

The traveling salesman problem (TSP) [17] [18] [19] is a problem in discrete or 

combinatorial optimization. It is a prominent illustration of a class of problems in 

computational complexity theory which are hard to solve. Given a number of cities and 

the costs of traveling from any city to any other city, the solution to TSP is the cheapest 

round-trip route that visits each city exactly once and then returns to the starting city. In 

Figure 2- 1 [17], it shows that a tour, (1, 2, 3, 4, 5), which is obviously conjectured to be 

optimal in a regular pentagon. As a result, several scheduling and resource allocation 

problems of interests to the researchers have been formulated as TSPs or close variants. 
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For instance, a related problem is the bottleneck traveling salesman problem (bottleneck 

TSP) [20]: find a Hamiltonian cycle in a weighted graph with the minimal length of the 

longest edge. And GTSP (Generalized Traveling Salesman Problem) [21], a m set with 

several nodes in each sets can be also transformed into a m nodes TSP. Figure 2- 2 

shows GTSP in a digraph, where the feasible tour is in bold.  

 

 

Figure 1- 3 An Example of TSP [17] 

 

 

Figure 1- 4 An Example of GTSP [21] 

 
 
 
 

2 
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5 
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An interesting application in the area of planning and scheduling problems has 

been discussed in [22]; the algorithm presented in this paper set each node with a 

coupon, whose price is chosen randomly. A salesman can only buy one coupon in each 

tour, with different coupon comes different discount factor falls in [0, 0.8]. Thus, the 

solution decides which node to buy the coupon could come up with the most benefit. 

 

1.4 Proposed Approach  

Above all discussions are about the related works of attacker behavior and discount 

coupon in TSP. Hence the coupon to the salesman in TSP is quite similar with the 

accumulated experiences of attacker behavior in real world, the accumulated 

experiences of the attacker is presented by applying discount coupon concept into 

network resource allocation.  

 

To the best of our knowledge, very little research is done to model network attack 

and defense problem in quantitative terms. As a result, in this research, the attacker 

behavior via mathematical programming is modeled. Given that the discount factor 

represents two kinds of experiences from the compromised node. The attacker’s 

objective is to minimal the total attack cost and compromising the core node, so that the 

network is not survival. The experience comes with compromised nodes without extra 
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fee models as Accumulated Experiences of Attacker (AEA); the extra experiences 

which should spend extra fee could model as Advanced Accumulated Experiences of 

Attacker (AAEA) and adopt the Generalized-Reverse-Dijkstra algorithm [23] to solve 

these problems. 

 

1.5 Thesis Organization 

The remainder of this thesis is organized as follow. In Chapter 2, a graph modeling 

technique is presented. In Chapter 3, a minimum mathematical formulation of attacker 

behavior is proposed. In Chapter 4, the solution approach is presented. Finally, Chapter 

5 is the conclusions and future work about this research. 
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Chapter 2 Graph Modeling of AEA and AAEA 

Models 

In chapter 2, a modeling technique on an attack-defense scenario is demonstrated. 

The more details are shown in the followings. 

 

2.1 Problem Description and Graph Modeling of AEA  

2.1.1 Problem Description of AEA 

This research considers network survivability in terms of protection of the “core 

node” in which organizations store their most valuable knowledge. Because of the 

node’s importance, attackers do their best to compromise it. As attack resources are 

limited, the attacker needs guidelines about how to make use of the experiences and his 

budget to compromise a node is addressed through this problem.  

 

 In AEA, the attacker somehow gains some free experiences from a compromised 

node which could further reduce the cost of an attack. The objective is to minimize the 

total attack cost from an attacker’s perspective, while the core node is compromised and 
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the network could not survive. Thus, the minimum attack cost could be also viewed as 

the evaluation of the robustness of a network under intentional or malicious attack from 

defenders’ perspective. 

 

 

2.1.2 Graph Modeling of AEA 

In AEA, given that, the attacker has complete information about the targeted 

network topology and defense strategy. Though it is nearly impossible for an attacker to 

know everything about a network, the problem is assumed that is a worst case scenario 

for the network defender, so that the attack power is overestimated in this research. 

 

In Figure 2- 1, initially, the network could have the core node in which enterprise 

stores their most valuable knowledge. The objective of the attacker is to enter this 

network via choosing a starting node and to compromise the core node by a serial of 

compromised nodes. And during the attack actions, the total attack cost is affected by 

the free experiences from a compromised node, i.e. discount factor. The minimum of the 

total attack cost is the optimal solution to the problem. By ignoring the discount factor, 

the problem is quite similar with a shortest path problem. But the solution to shortest 

path problem, like Dijkstra algorithms, is obtained an optimal solution by node labeling. 

Therefore, a node splitting transformation to this attack scenario into a shortest path 
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problem is presented as following. 

 

The node splitting transformation splits each node i into dummy node i’ and 

dummy node i’’, which corresponds to the node input and output, respectively, is 

illustrated as Figure 2- 2. Then an artificial link is introduced between node i’ and node 

i’’, which represents as L2, and it replaces original node and its attributes, which are 

attack cost and discount factor. Meanwhile, L2 are connected with a connected cost ε, 

otherwise with a disconnected cost M + ε.  The original links, L1, only represent the 

connectivity of nodes. Besides, a dummy original node O and a dummy destination D 

node are introduced as well, which are connected to the dummy nodes i’ and dummy 

nodes i’’ with artificial link, L3. The dummy original node O and a dummy destination 

node D could take as the attacker’s entrance and exit of a serial attack action. 

Remarkable for this, the artificial links, L1, L3, are with a discount factor 1. With this 

technique, AEA is completely transformed into a shortest path problem.  
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Figure 2- 1 An Attack Scenario 
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Figure 2- 2 An Attack Scenario with Node Splitting 
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2.2 Problem Description and Graph Modeling of 

AAEA  

2.2.1 Problem Description of AAEA 

In AAEA, a more reality model is further extended. From the practical point of 

view, the attacker could not only gain some free experiences from a compromised node 

also spend extra expenses, probing fee, gaining some valuable information or 

experiences. Nevertheless, the probing fee are various among different degrees of the 

probing. By intuition, the more you probe, the more cost you should pay. The objective 

is to minimize the total attack cost from an attacker’s perspective, while the core node is 

compromised and the network does not survive. 

 

2.2.2 Graph Modeling of AAEA  

Compared with AEA, the attacker has to make decisions of which level to probe in 

order to gain the valuable discount factor with minimum total attack cost in AAEA. Due 

to this characteristic, node splitting is demonstrated again to transform the problem. As 

Figure 2- 4 shows, artificial nodes and conjunction nodes are introduced to represent 

different levels between dummy nodes i’ and dummy nodes i’’. The artificial link, L4, 

connected from artificial node to the conjunction node c’ is a link with attribute (dij, mij) 

on it. mij is the extra fee to gain the level j’s discount factor dij. The artificial link, L2, 
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with attack cost and discount factor is 1 from dummy nodes i’ to conjunction node c’. 

The artificial links from artificial node to conjunction node c’’ and from conjunction 

node c’’ to dummy nodes i’’ are all L3 with a discount factor is 1 and cost is 0. By this 

transformation, AAEA could be also transformed into a generalized shortest path 

problem.  
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Figure 2- 3 An Attack Scenario with Node Splitting in Different Levels 
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Chapter 3 Problem Formulation 

In this chapter, two mathematical models with specific assumptions and problem 

objectives are proposed. In AEA, that attacker may gain experiences from his previous 

attack actions (i.e., obtained discount coupons) to further reduce the cost of a future 

attack is considered. In AAEA, attackers might not only accumulate experiences but pay 

an extra fee to gain more useful information (e.g., the network’s topology) for further 

reducing the cost of an attack is discussed. 

 

3.1 Problem Formulation of AEA 

3.1.1 Problem Assumptions 

Given that both the attacker and the defender have information about the targeted 

network topology. Meanwhile, the attacker has complete information about the 

defender’s budget allocation. Though it is almost impossible for the attacker to know 

everything about the target network, the problem is described as a worst case scenario 

with specific assumptions and problem objectives in the following secions. In general, 

researchers focus on the node failure but link failure, which are more common to the 
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real world; therefore, only node attacks are considered in this research. The more 

detailed about problem assumptions are given in Table 3- 1 and descriptions are in Table 

3- 2.  

Table 3- 1 Problem Assumptions of the AEA 

Problem Assumptions: 
1. The attacker and the defender have complete information about the target network 

topology. 
2. The attacker could have some experiences before compromised the first node. 
3. The attacker gains and accumulates experiences from a compromised node to 

further reduce the cost of a future attack. 
4. That the effect of accumulated experiences from compromised nodes which is 

represented by the discounted factor is a given parameter. 
5. The attacker only chooses a single path without groping around or trace back. 
6. The defender’s budgets allocation strategy is a given parameter. 
7. Only node attacks are considered. 
8. Only malicious attacks are considered. 

 

Table 3- 2 Problem Descriptions of the AEA 

Given: 
1. The network topology and network size 
2. The defender’s budget allocation policy 
3. The discounted factor of accumulated experiences from compromised nodes  
4. That the minimal attack cost to compromise a node is a given function of the 

budget allocation 
 
Objective: 
1. To minimize the total attack cost 
 
Subject to: 
1. The node to be attacker must be a single path and compromise the core node  
 
To determine: 
1. which path will be attacked 
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3.1.2 Notation and Formulation 

The attacker behavior with mathematical programming problem is modeled as 

following. The given parameters and decision variables are defined as Table 3- 3 and 

Table 3- 4.  

 

Table 3- 3 Given Parameters of the Proposed Model 

Given parameters 
Notation Description 

V  The index set of all original nodes 

1L  The index set of all original links 

2L  The index set of all original nodes , which are artificial links 

3L  The index set of all artificial links connect to artificial origin or destination 

W  
The index set of all given critical Origin-Destination pairs (s, n), where s is the 
source node, and n is the core node 

)(kp  The index set of 1-st node to k-th node on path p, where Vp k ∈)(  

M  A large number that represents the link disconnection 
ε  A small number that represents the link connectedness 

id  The discounted factor between [0, 1] that represents the effect of accumulated 
experiences at the compromised node i without paying an extra fee, where i V∈

wP  The index set of all candidate paths of the O-D pair w ,where w W∈  

plδ  An indicator function, which is 1 if link l is on path p, and 0 otherwise, where 
321 LLLl ∪∪∈ , wPp ∈∀  

ib  The budget of defense resources that allocated to node i, where i V∈  

iâ  Threshold of an attack cost leading to a successful attack, which is a monotone 
increasing function of ib  
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Table 3- 4 Decision Variables of the Proposed Model 

Decision Variables 
Notation Description 

ly  1 if link l is compromised, and 0 otherwise, where 321 LLLl ∪∪∈  

wlt  
1 if link l is used by the O-D pair w, and 0 otherwise, where 321 LLLl ∪∪∈ , 
w W∈  

lc  Cost of link l, where 321 LLLl ∪∪∈  

px  1 if path p is chosen, and 0 otherwise, where wPp ∈∀  

 

 The proposed model is as follows. 
 
Objective function: 

p
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xda
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subject to  
ε+= Myc ll   2Ll ∈  (IP 1.1)

l
LLLl
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LLLl
lwl cct ∑∑

∪∪∈∪∪∈

≤
321321

δ  WwPp w ∈∈∀ ,  (IP 1.2)

∑
∈

=
wPp

wlplp tx δ  
321, LLLlWw ∪∪∈∈∀  (IP 1.3)

l
Pp

plp yx
w

≤∑
∈

δ  
321, LLLlWw ∪∪∈∈∀  (IP 1.4)

1=∑
∈ wPp

px   (IP 1.5)

1or  0=px  wPp ∈∀  (IP 1.6)

1or  0=ly  321 LLLl ∪∪∈  (IP 1.7)
0 or 1wlt =  321, LLLlWw ∪∪∈∈∀ . (IP 1.8)

 
 
 
 
 
 

 



 

 25

Explanation of the mathematical formulation: 

 Objective function: To minimize the total attack cost; the attacker minimizes the 

objective value by deciding which path will be attacked. 

 Constraint (IP 1.1) describes the definition of the link cost, which ε  if the link 

functions normally, and ε+M  if the link is broken. 

 Constraint (IP 1.2) requires that the selected path for each O-D pair, w, should be 

the minimum cost path. 

 Constraint (IP 1.3) is the relations among wlt , px  and plδ . The auxiliary set of 

decision variables, wlt , was used to replace the sum of all px plδ . The substitution 

is to further simplify the problem solving procedures. 

 Constraint (IP 1.4) requires that the compromised link is equal to the total chosen 

path p.  

 Constraint (IP 1.5) and (IP 1.6) jointly require that exactly one path is selected 

between each given O-D pair. 

 Constraint (IP 1.7) determines whether each link l is compromised, or not. 

 Constraint (IP 1.8) determines whether each link l is used to from a shortest cost 

path by O-D pair, w, or not. 
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3.2 Problem Formulation of AAEA  

3.2.1 Problem Assumptions 

In AAEA, the attacker not only gains some free experiences from a compromised 

node but could spend extra expenses, probing fee, learning some valuable information, 

such diverse user’s right or a network topology graph. Meanwhile, the probing fee are 

various among different degrees of the probing. The more you probe, the more cost you 

should pay. The attacker behavior with mathematical programming problem is modeled. 

The given parameters and decision variables are defined as Table 3- 5 and Table 3- 6.  

 

Table 3- 5 Problem Assumptions of the AAEA 

Problem Assumptions: 
1. The attacker and the defender have complete information about the target network 

topology. 
2. The attacker could have some experiences before compromised the first node. 
3. The attacker gains and accumulates experiences from a compromised node to 

further reduce the cost a future attack. 
4. That the effect of the accumulated experiences from probing the compromised 

nodes which is represented by the level of discounted factor is a given parameter. 
5. The cost represents the extra fee that the attacker probes from level 1 to level j 

from node i is a given parameter. 
6. The attacker only chooses a single path without groping around or trace back. 
7. The defender’s budgets allocation strategy is a given parameter. 
8. Only node attacks are considered. 
9. Only malicious attacks are considered. 
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Table 3- 6 Problem Descriptions of the AAEA 

Given: 
1. The network topology and network size 
2. The defender’s budget allocation policy 
3. The level of discounted factor of accumulated experiences at compromised nodes 
4. The extra fee of the attacker probes from compromised nodes 
5. That the minimal attack cost to compromise a node is a given function of the 

budget allocation 
 
Objective: 
1. To minimize the total attack cost 
 
Subject to: 
1. The node to be attacker must be a single path and compromise the core node  
 
To determine: 
1. which path will be attacked 

 

3.2.2 Notation 

The more detailed about problem assumptions are given in Table 3- 7 and 

descriptions are in Table 3- 8.  

 

Table 3- 7 Given Parameters of the Proposed AAEA 

Given parameters 
Notation Description 

V  The index set of all original nodes 

iS  The index set of all levels at each node i 

1L  The index set of all original links 

2L  The index set of all original nodes , which are artificial links 

3L  The index set of all artificial links connect to artificial origin or destination 

4L  The index set of all levels at each node i, which are artificial links 
W  The index set of all given critical Origin-Destination pairs (s, n), where s is the 
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source node, and n is the core node 

)(kp  The index set of 1-st node to k-th node on path p, where Vp k ∈)(  

M  A large number that represents the link disconnection 
ε  A small number that represents the link connectedness 

ijd  
The level of discounted factor between [0, 1] that represents the effect of 
accumulated experiences from level 1 to level j at the compromised node i, 
where i V∈ , iSj ∈  

ijm  The cost represents the extra fee that the attacker probes from level 1 to level j 
at node i , where i V∈ , iSj ∈  

wP  The index set of all candidate paths of the O-D pair w, where w W∈  

plδ  An indicator function, which is 1 if link l is on path p, and 0 otherwise, where 
4321 LLLLl ∪∪∪∈ , wPp ∈  

ib  The budget of defense resources that allocated to node i, where i V∈  

iâ  Threshold of an attack cost leading to a successful attack, which is a monotone 
increasing function of ib  

 

Table 3- 8 Decision Variables of the Proposed AAEA 

Decision Variables 
Notation Description 

ly  1 if link l is compromised, and 0 otherwise, where 4321 LLLLl ∪∪∪∈  

wlt  1 if link l is used by the O-D pair w, and 0 otherwise, where 
4321 LLLLl ∪∪∪∈ , w W∈  

lc  Cost of link l, where 4321 LLLLl ∪∪∪∈  

px  1 if path p is chosen, and 0 otherwise, where wPp ∈∀  

ijr  1 if level 1 to level j from node i is probed and 0 otherwise, where i V∈ , iSj ∈

 
AAEA is proposed as following. 

Objective function: 

p
Pp SjVi pi Sj

ijijijijiy
xrdrma

w i k i
l
∑ ∑ ∏ ∑
∈ ∈∈ ∈ ∈

⎟
⎟
⎠

⎞
⎜
⎜
⎝

⎛
+

−, )1(

)ˆ(min  (IP 2)

subject to   
ε+= Myc ll   2Ll ∈  (IP 2.1)



 

 29

l
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l
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w

≤∑
∈

δ  
4321, LLLLlWw ∪∪∪∈∈∀  (IP 2.4)

1=∑
∈ wPp

px   (IP 2.5)

1≤∑
∈ iSj

ijr  Vi ∈  (IP 2.6)

1or  0=px  wPp ∈∀  (IP 2.7)

1or  0=ly  4321 LLLLl ∪∪∪∈  (IP 2.8)
0 or 1wlt =  4321, LLLLlWw ∪∪∪∈∈∀  (IP 2.9)

1or  0=ijr  iSjVi ∈∈ ,  (IP 2.10)

 

Explanation of the mathematical formulation: 

 Objective function: To minimize the total attack cost; the attacker minimizes the 

objective value by deciding which path will be attacked. 

 Constraint (IP 2.6) requires that if the level of the discounted factor is chosen or 

not. 
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Chapter 4 Solution Approach 

In a networking or telecommunications mindset, many real-world and theoretical 

problems could be effectively solved by algorithms or more preferment algorithms in 

practice. Furthermore, these problems could be modeled in this general framework. 

Generally, these problems are often specified by a set of constraints, equalities or 

inequalities that have to satisfy. And there is an objective function, or cost function. A 

feasible solution that minimizes (or maximizes, if that is the goal) the objective function 

is called an optimal solution. 

 

The efforts to develop solution algorithms for optimization problems can be 

classified broadly into two categories, rigorous and heuristic approaches [22]. The 

former are algorithms that proposed for solving optimal problems, for examples, Linear 

Programming, Integer Programming, Nonlinear Programming, Combinatorial 

Optimization, Dynamic Programming, Convex Programming, and Stochastic 

Programming. The latter one is concerned with an algorithm that gives up one or both 

of these goals; for example, it usually finds pretty good solutions, the near optimal one. 
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The remainder of this chapter is organized as follows. In 4.1, a more detail of 

generalized shortest path algorithm is presented. In 4.2 and 4.3, AEA and AAEA are 

solved by Generalized-Reverse-Djkstra algorithm [24].  

 

4.1 Generalized Shortest Path Problem  

Among these, the shortest path problem is one of the most important issues among 

network problems. In the traditional setting the link weight is static and set to one. In 

generalized vision the discount of a link depends on its history on a path. Thus, a 

shortest path problem with cost and discount factor functions for the links of a graph, 

the problem is known as a generalized shortest path problem [23]. The discount factor 

might be additive or multiplicative on a path [24]. In this research, the weight is 

multiplicative to present the discount effect of the accumulated experiences.  

 

The generalized shortest path problem is a special case of the shortest path 

problem. Hence the generalized shortest path problem can be solved in polynomial time 

using general LP algorithms with Generalized-Reverse-Djkstra algorithm [24].  More 

precisely, in this problem each link has a weight which might discount the further cost 

of the path in a multiplicative fashion.  



 

 32

4.2 Solution Approach to AEA 

In chapter 2, AEA is transformed into a shortest path problem by neglecting the 

progressive discount effects and node splitting techniques. Here, Lemma 1 is presented 

that AEA is optimally solved by Generalized-Reverse-Dijkstra algorithm [24] without 

ignoring the accumulated experiences of attacker is applied. 

 

Lemma 1 Given a budget allocation strategy, a topology, G= (V, L), and critical O-D 

pairs, W, the formulation of AEA can be optimally solved by 

Generalized-Reverse-Dijkstra algorithm [24] with the node splitting method [11] within 

time complexity O(|V2|). 

 

Proof. The Generalized-Reverse-Dijkstra algorithm finds the shortest path that finds a 

shortest path with minimal cost. With the node splitting method, on the other hand, a 

node can be converted into a link by dividing it into two independent sub-nodes and 

introducing an artificial link to connect the sub-nodes. By assuming that the link 

capacity between two sub-nodes of a node is inherited the attributes of the original node 

(i.e., the attack cost and discount factor) of the node and other links’ attributes are 

discount factor is 1 and attack cost is 0, then transform G(V, L) into G’(V’, L’). Using 

the Generalized-Reverse-Dijkstra algorithm can find a shortest path in G’. 
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4.3 Solution Approach to AAEA 

In AAEA, different probing fee and the corresponding discount factor are taken as 

the attack cost and the corresponding discount factor in AEA. In chapter 2, by node 

splitting, AAEA is also transformed into AEA, which is a generalized shortest path 

problem. Here, Lemma 2 is presented AAEA is solved by Generalized-Reverse-Dijkstra 

algorithm.  

 

Lemma 2 Given a budget allocation strategy, a topology, G= (V, L), all level of each 

node i, Si, and critical O-D pairs, W, the formulation of AAEA can be transformed into 

AEA and be optimally solved by Generalized-Reverse-Dijkstra algorithm [24] with the 

node splitting method [11] within time complexity O(|V2
∪L4|). 

 

proof. A node j is converted into two sub-nodes j’ and j’’. With the node splitting 

method again, all levels of a node can be converted into artificial nodes which are 

connected to node c’ and node c’’. The link from node c’ to the artificial nodes are 

inherited the attributes of the levels (i.e., discount factor and money) and link from node 

j’ to node c’ with discount factor is 1 and the original attack cost. The other links’ 

attributes are discount factor is 1 and attack cost is 0.  AAEA is transform into AEA. 

Thus AAEA can be optimally solved by Generalized-Reverse-Dijkstra algorithm.  
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Chapter 5 Conclusion and Future Work 

This chapter briefly outlines conclusion and future work of this research. 

 

5.1 Conclusion 

In an attack-defense scenario, the intelligent and malicious attacks emerge in an 

endless stream. The attacker keeps trying to attack the target network by all means. 

Thus, it is helpful to understand attacker behavior for evaluating the robustness of the 

network. 

 

In this research, two issues have focused on. First, the robustness of a network and 

evaluated the minimal attack cost of an attacker based on two different mathematical 

models of the Accumulated Experiences of Attackers (AEA), and the Advanced 

Accumulated Experiences of Attackers (AAEA) are discussed. In these models, the 

intelligent attackers choose a node as the starting node of the target network, and find a 

minimal attack cost path. These problems could be modeled as a mixed integer 

programming problem. 
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Second, by graph modeling and node splitting technique, AEA and AAEA are 

successfully transformed into a revised shortest path problem, a generalized shortest 

path problem, which algorithm shows a pseudo-polynomial time in  solving the 

proposed model 

  

The contribution of this research is that a special insight into attack patterns about 

the attacker experiences has derived, which would be useful in modeling and evaluating 

the robustness of a network. Another more obvious contribution is the development of 

the mathematical models with AEA and AAEA. An elegant mathematical technique, 

graph modeling and node splitting has been performed to effectively turn the dynamic 

context of the attacker of the real networks into a well-formulated mathematical model, 

and been optimally solved by Generalized-Dijkstra algorithm. 

  

5.2 Future Work  

In recent years, there has been an increasing interest in the study of networks of 

attack-defense scenario. AEA and AAEA, however, is still can further research in many 

aspects, which are summarized in the following paragraphs. 

 One Critical O-D pair 
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As Figure 5- 1 shows, initially, the network has one critical 

Original-Destination pair (O-D pair). For example, this critical O-D pair could be 

the Office of the President to the Ministry of National Defense, which could be the 

most important connection in the government network. The more details are shown 

in Table 5- 1 and (IP3).The objective of the attackers is to enter this network via 

choosing a starting node and disconnecting the O-D pair with minimal attack cost 

path composed by a serial of compromised nodes. 
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Figure 5- 1 An Attack Scenario 
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Table 5- 1 Given Parameters of the Proposed Model 

Given parameters 
Notation Description 

W  
The index set of all given critical Origin-Destination pairs, where only has one 
critical O-D pair, w, in it 

 

 The proposed model is as follows. 
 
Objective function: 
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1or  0=px  wPp ∈∀  (IP 3.7)

1or  0=ly  321 LLLl ∪∪∈  (IP 3.8)
0 or 1wlt =  321, LLLlWw ∪∪∈∈∀ . (IP 3.9)

 

Explanation of the mathematical formulation: 

 Objective function: To minimize the total attack cost; the attacker minimizes the 

objective value by deciding which path will be attacked. 

 Constraint (IP 3.4) requires that at least one critical O-D pair is disconnected. The 
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phenomenon by showing that the sum of the shortest path costs for each O-D pair 

to communicate is greater than M is depicted. 

 

 Interaction between Attackers and Defenders 

Another issue to be addressed in the future would be the behavior of the 

defender against the accumulated experiences of the attackers. While attackers do 

their best to compromise a node; thus, defenders must change their strategies to 

protect the node against compromise by the constantly evolving strategies of 

attackers. As can be noticed in Figure 5-1, the attacker spend fee gaining some 

experiences which might cause discount in the further attack; meanwhile, the 

defender reallocate the defense power for putting more resources on the attack path 

with counter discount factor. By these two factors, the behavior in the 

attack-defense scenario would be well-modeled. 

 

 Multi Core Nodes 

In this thesis, the attacker only chooses one core node to attack. But in a more 

common attack-defense scenario, the attacker sometimes chooses several core 

nodes to attack. Because of the multi core nodes, the attack path extends to a tree 

but a single path. 
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 Information issues 

 Duplicated Information 

Recall that, this research assumed that the attacker is such well-skilled 

that would not pay any useless fee. For this assumption, we tried to avoid any 

possibility of buying duplicated information from the attackers’ point of view. 

The mode reality networking scenario, for example, the routing table of a 

node in the neighbor is quite similar. In discussing the result, by modeling 

technique, it could remodel via introducing a parameter, rjθ , where the 

duplicated information on the level j is 0, otherwise 1. 

 

 Aggregated Information 

Compared with duplicated information, there still some significant 

information was separated into several nodes.  A most skilled attacker could 

collect this aggregated information and piece up into completed information 

to further reduce the attack cost.  
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Figure 5- 2 Interactions between Attackers and Defenders 
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