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Abstract. It is impossible for a system or network to keep completely safe with
the possibility of many new threats occurring at any moment. To analyze and
solve these kinds of problems, this paper presents a mathematical programming
problem, which adopts a novel metric called Degree of Disconnectivity (DOD) to
evaluate the damage level and survivability of a network. To evaluate and analyze
the robustness of a network for network operators, this problem is modeled as a
mathematical programming problem. Here, an attacker applies his limited attack
power intelligently to the targeted network. The objective of the attacker is to
compromise nodes, resulting in disconnections of O-D pairs, to ensure that the
proposed degree of disconnectivity metric reachs a given level. A Lagrangean re-
laxation-based algorithm is adopted to solve the proposed problem.

Keywords: Degree of Disconnectivity, Lagrangean Relaxation, Network At-
tack, Optimization Problem, Resource Allocation.

1 Introduction

Increased reliance on the Internet has made information systems, computers and serv-
ers connected to the network more vulnerable to attacks. There are a variety of secu-
rity threats on the Internet, and the number of new threats is growing rapidly [1]. The
result of these threats may include system attacks or failures which may significantly
reduce the capability of the communication network to efficiently deliver service to
users.[1]. Therefore, the ability for a system or network to maintain a certain level of
performance under the presence of security incidents is more important than to pre-
vent a system or network from threats. This concept is called survivability, which is
widely used in many networks [2, 3].

Network survivability is one of the most important issues in the planning and op-
eration of networks and security systems, mainly when the threats are related with
DoS attacks [4]. There has been a substantial amount of research related to network
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survivability solved by using mathematical programming approaches, such as an
optimization problem as presented in [5] to solve network connectivity and flow in-
terdiction problems, and, the problem of designing a network that is able to survive
under intentional attacks is examined in [6]. Nevertheless, how to assess the surviv-
ability of a network under or after attacks is a continuing problem for information
security researchers and experts.

2 Problem Formulation and Notations

2.1 Problem Description

Because an attacker’s resources, i.e., time, money, and man power, are limited, only
part of a network can be compromised. Therefore, the resources must be fully utilized
so that the attacker can cause the maximum harm to the target network. Although in
[7], the author proposed two extreme survivability metrics by considering the num-
bers of the O-D pairs that are connected or disconnected to measure the network
survivability, it is too strict to comply with the real case. Based on [7], we have de-
veloped a more flexible metric for network survivability. The proposed survivability
metric called the degree of disconnectivity (DOD) is defined as S, which assesses the
average damage level of a network; it can also be called the degree of segmentation,
degree of segregation, or degree of separation.

The DOD metric in this paper is defined as S, shown in Equation 1. § is evaluated
on the disconnected numbers of O-D pairs among all O-D pairs, which can be gener-
ated as the residual index of the networks. #,; is 1, while node i on an O-D pair w is
dysfunctional. The transmission cost of dysfunctional node is M, otherwise it is &. The
greater the value of S, the more the network is damaged.

ZZ%Q . (1)
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2.2 Problem Formulation

In this section, the serial of attack actions considering the survivability of a network is
modeled as an optimization problem, in which the objective is to minimize the total
attack cost from an attacker’s perspective, such that the given critical O-D pair is
disconnected and the survivability is over the given threshold resulting in the inability
of the network to survive. Note that the network discussed here is at the AS level.
Here, both the attacker and the defender have complete information about the targeted
network topology and the budget allocation is assumed.

The above problem is formulated as a maximization mathematical model as fol-
lows. For simplicity, since the targeted network is at the AS level, the attacker cannot
simply attack any node directly. The notations used in this paper and problem formu-
lation is defined in Table 1.
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Table 1. Given Parameters and Decision Variables

Given parameter

Notation Description
Vv Index set of nodes
w Index set of OD pair
P, Set of all candidate paths of an OD pair w, where we W
M Large enough number of processing cost that indicates a node has been

compromised

£ Small enough number of processing cost that indicates a node is functional
5,),- Indicator function, 1 if node i is on path p, 0 otherwise, where i€ V and pe P,,
a ; The threshold of attack cost leading to a successful node attack
s The threshold of a network crash, which is the average damage level of all O-D
pairs
R, The weight of O-D pair w, where we W
a ; The threshold of attack cost leading to a successful node attack

Decision variable

Notation Description
Xy 1 if path p is chosen, O otherwise, where pe P,,
Vi 1 if node i is compromised by attacker, 0 otherwise (where i V)
toi 1 if node i is used by O-D pair w, 0 otherwise, where i€ V and we W

Processing cost of node i, which is ¢ if i is functional, M if i is compromised by

¢ )
! attacker, where ie V

The problem is then formulated as the following problem:
Objective function:

min 3y, , (IP 1)
ot i€V
Subject to:
¢;=y;M+-y)eE, VieV Ip1.1)
Stie; <D Sy, Ype P, Ywe W (P 1.2)
i€V ieV
x,0,=t, ,VieV K VYweW
ZP 2% (IP 1.3)
Rw twici
§< ;v ; Ip1.4)
IW IxM
Dox, =1, Vwew (IP 1.5)
peP,
x,=0orl ,VpeP, 6 YweW (IP 1.6)
y;=0orl,VieV Ip1.7)

t,=0orl, VieV ,VweW . (IP 1.8)
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The objective of the formulation is to minimize the total attack cost by of the attacker
by deciding which node to compromise. Constraint (IP 1.1) describes the definition of
the transmission cost of node i, which is ¢ if node i is functional, and M if node i is
compromised. Constraint (IP 1.2) requires that the selected path for an O-D pair w
should be the minimal cost path. Constraint (IP 1.3) denotes the relationship between
t,; and x,0,;. To simplify the problem-solving procedure, the auxiliary set of decision
variables t,; is replaced by the sum of all x,6,,. (IP 1.1) to (IP 1.3) jointly require that,
when a node is chosen for attack, there must be exactly one path from the attacker’s
initial position, s, to that node, and each node on the path must have been compro-
mised. These constraints are jointly described as the continuity constraints. And con-
straint (IP 1.4) determines if a target network has been compromised, the DOD
metrics must be larger than the given threshold. Constraints (IP 1.5) and (IP 1.6)
jointly entail that only one of the candidate paths of an OD pair w can be selected.
Last, constraints (IP 1.6) to (IP 1.8) impose binary restrictions on decision variables.

3 Solution Approach
3.1 Solution Approach for Solving the Problem of (IP 1)

3.1.1 Lagrangean Relaxation

Lagrangean Relaxation (LR) [8] is an optimization method that can be applied to
linear and integer programming, combinatorial optimization, and non-linear pro-
gramming [9]. In this paper, a Lagrangean relaxation-based algorithm is thus pro-
posed, in conjunction with the subgradient method, to solve (IP 1).

By applying this method [8] with a vector of Lagrangean multipliers u’, u’, u’, and
u’, the model into the following Lagrangean Relaxation problem (LR 1) is trans-
formed. In this case, Constraints (1-1) to (1-4) are relaxed. To achieve better results, a
Lagrangean relaxation procedure is adopted. By definition, u’, u®, u’, and u* are the
vectors of {u;'}, {uwp2 VoAu ) {u') respectively. (LR 1) is decomposed into three
independent and easily solvable optimization subproblems with respect to decision
variables x,, y;, and t,;, c; and the respective subproblems can thus be optimally
solved.

Subproblem 1 (related to decision variable X,,)

ZSubl(MS) =min ZZ Zui'iapixp’ (Sub 1)
weWieV peP,
le,zl,VweW (LR 1)
pEP,
x,=0orl, Vpe P, ,weW. (LR 2)

To reduce the complexity, subproblem 1 is decomposed into |WI problems, which are
all independent shortest path problems. The value of x, for each O-D pair w is indi-
vidually determined. Hence, uwf can be viewed as the cost of node i on O-D pair w.
Dijkstra’s algorithm is adopted to obtain x, for each O-D pair w. The time complexity
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of Dijkstra’s algorithm is O( |V|2), where VI is the number of nodes; therefore, the
time complexity of subproblem 1 is O(IWIxIVI).

Subproblem 2 (related to decision variable y )

Zopr ) =min Y y,a,(b)+ D ulye+ Y uly,(~M)+ule
i€V i€V eV
(Sub 2)
=min Y [ 4(b)+ue+u (M) |y, +ule,

eV
y;=0orl, VieV. (LR 3)

To solve subproblem 2 optimally, this problem can also be decomposed into 1V! indi-
vidual problems. The value of decision variable y; is determined by its coefficient,

whose value is @,(b,)+u/e+u/(~M) . In order to minimize subproblem 2, if this

coefficient is positive, y; is set as zero; otherwise it is one. The time complexity of
subproblem 2 is O(IVI).

Subproblem 3 (related to decision variables ;wq)

12 3 4
2, u)

= minZu;c, + Z Z uwatH,[q + Z Z ui,pZ(—b'p[c,)-i—

ieV weW peP, ieV weW peP, ieV
Dt ) +ut (=Y R ) +utS|W M (Sub 3)
weW ieV weW eV

= minZHui] DD ul e+ [(z u,z‘,p)—u“RwaWi:lCi - ui.,»lw,}+u45 WM,

eV weW peP, weW peP, weW

t,;=0orl (LR 4)
=M ore, VieV. (LR 5)

To optimally solve subproblem 3, it is further decomposed it into |Vl independent
subproblems. However, since each decision variable ¢,; and ¢; in (LR 4) and (LR 5)
have only two kinds of value, the exhaustive search is applied here to find the optimal
objective function value among the four combinations of ¢,; and ¢;. The time complex-
ity of subproblem 3 is O(IVIxXIWI).

These relaxed problems are solved optimally to get a lower bound for the primal
problem. After solving (LR 1), the resulting bounds are taken as the initial bounds in
the next stage. Three stage heuristics are adopted to derive feasible solutions to the
primal problem, and the subgradient method is used to update the Lagrangean multi-
pliers to obtain a better bound.

3.1.2 Getting Primal Feasible Solutions

To obtain the primal feasible solutions of (IP 1), the solutions obtained from (LR) are
considered. By using the Lagrangean Relaxation method and the Subgradient method,
a theoretical lower bound on the primal objective function value and ample hints for
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getting primal feasible solutions are obtained. However, as some critical and difficult
constraints are relaxed to obtain the (LR) problem, the solutions may not be valid for
the primal problem. Thus, there is the need to develop heuristics to tune the values of
the decision variables so that primal feasible solutions can be obtained. As a result, a
heuristic is adopted to improve this situation. In this heuristic, each solution to (LR) is
adjusted to a feasible solution to (IP 1).

The concept of this heuristic arises from the attacker’s strategy. Given that the
node was traversed several times, the attacker would a have higher possibility of at-
tacking it. Hence, the compromised nodes are separated in the Atfack-Bucket, while
the rest nodes are in the Safety-Bucket. First, select nodes from the Safety-Bucket to
transfer to the Attacked-Bucket. Then adjust the nodes transferred to the Attacked-
Bucket from the Safety-Bucket. Along this manner, a heuristic for getting a primal
feasible solution is developed. The time complexity for this heuristics is O(IV1).

4 Computational Experiments

4.1 Experiment Environment

The proposed algorithms for the DOD model are coded in Visual C++ and run on a
PC with an INTEL™ Core2 CPU 6400 2.13 GHz CPU. Two types of network topol-
ogy, grid and scale-free networks, as attack targets are demonstrated here. To deter-
mine which budget allocation policy is more effective under different cases, two
initial budget allocation policies are designed—uniform and degree-based. The former
distributes the defense budget evenly to all nodes in the network, while the latter allo-
cates budget to each node according to the percentage of a node’s degree.

4.2 Experiment Result of the Problem of (IP 1)

To compare attack behavior under different scenarios, we use the attacker’s attack
cost to evaluate the degree to which the attacker’s objective is achieved. The greater
the attack cost, the more robust of the network. As Fig. 1 shows, the robustness of
grid networks of these two budget allocations, uniform and degree-based, is quite
similar. Inasmuch as the property of grid networks is fair to each node within net-
works, the same tendency can be found with these two budget allocations.

Grid networks

02104 (](: 0.8 02 (]4 0.6/08 02

Attack cost

\i\\

0.4 (]G‘UK
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=4=9 Nodes =l=16 Nodes 25 Nodes =36 Nodes

Fig. 1. Attack cost of grid networks under different budget allocations
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For Fig. 2, under scale-free networks, comparing these two budget allocations, the
uniform type is more vulnerable than degree-based. The regulation is an undesigned
coincidence with Figure 4-4 and Figure 4-5. The uniform budget allocation, which
treats each node equally, fails to reflect the discrepancy between the nodes, and re-
sults in an insecure network.

Scale-free networks

==

Attack cost
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Fig. 2. Attack cost of scale-free Networks under different budget allocation

From Fig. 1 and Fig. 2, the increasing average damage level apparently gave rise to
attack costs under diverse topologies and budget allocations. It is unmistakably clear
that the proposed DOD metric is reflected in the residual survivable nodes of the
networks. By disbursing more resources, the attackers achieve a higher average dam-
age level to the target networks.

5 Conclusion

In this paper, we use attack and defense scenarios considering the DOD metric to
describe attacker and defender behavior of networks. According to attacker’s objec-
tive, the robustness of the networks is evaluated by the defender. The lesser the attack
cost, the worse the survivability. The key contribution of this paper is that the attack
and defense scenarios are successfully modeled as a well-formulated mathematical
model, which is then optimally solved by the proposed heuristic. With this mathe-
matical technique, we can resolve the complex problems based on the optimized
methodology.

The novel network DOD metric is another contribution of this paper. The metric
reflects the aim of an attacker to separate the target network into pieces. This metric
enables the indication of the damage of the residual networks. Finally, we have also
examined different network topologies and observed their robustness to malicious and
intelligent attacks. The experiment results show that the degree-based defense budget
allocation strategy is the most robust.

In this paper, we adopt a DOD metric in the computational experiments. The cur-
rent research considers two attack strategies under given topology, but it would be
more comprehensive if attacker behavior is more vivid. If the attacker’s apparent
objective is to compromise a network, he will try his best to damage the target
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network, for example, by spending different budgets according to the importance of a
node. This more complex attacker behavior, therefore, should be considered in further
research.
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